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Severe Anomalies in Cloud 
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Failure of downstream services
Customer drain

Huge Economic loss



How to detect anomalies: 
common solutions
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Our goal: to reduce MTTR (Mean Time To Recovery)



Log data is an extensively available data resource that records system 
states and critical events at runtime in all kinds of software systems. 

Log-based anomaly detection methods
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Real-world environment is more complex
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Log templates are changing 
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Performance issues are silent
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Log

KPI

Cloud Server

Performance issues are the common manifestation of “partial failures”
Performance issues are not so easy to detect

Cloud Server

Cloud Server



So…How to build a model to be robust to 
changing events and be effective to 

detect performance issues?
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We first observe log data, and analyze the requirements in real-world:

u Effective to diverse faults

n Sequence order change (severe issues)

n Log time interval change (performance issues)

u Robust to changing events



Observation from real-world log data
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09:59:38 INFO Receiving block
09:59:38 INFO AllocateBlock
09:59:39 INFO Receiving block 
09:59:39 INFO Receiving block
10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size 
10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size 
10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size 
10:00:01 INFO AddStoredBlock
10:00:01 INFO AddStoredBlock 
10:00:02 INFO AddStoredBlock

09:37:53 INFO AllocateBlock 
09:37:54 INFO Receiving block
09:37:54 INFO Receiving block 
09:37:54 INFO Receiving block 
09:38:49 INFO PacketResponder terminating
09:38:49 INFO Received block size
09:38:49 INFO PacketResponder terminating
09:38:49 INFO Received block size
09:38:49 INFO PacketResponder terminating
09:38:49 INFO Received block size
09:38:49 INFO AddStoredBlock
09:38:49 INFO AddStoredBlock 
09:38:51 INFO AddStoredBlock 
09:38:49 WARN Redundant addStoredBlock request

Sequence order change 
Normal block



Observation from real-world log data
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09:59:38 INFO Receiving block
09:59:38 INFO AllocateBlock
09:59:39 INFO Receiving block 
09:59:39 INFO Receiving block
10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size 
10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size 
10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size 
10:00:01 INFO AddStoredBlock
10:00:01 INFO AddStoredBlock 
10:00:02 INFO AddStoredBlock

Log time interval change 

09:59:38 INFO Receiving block
09:59:38 INFO AllocateBlock
09:59:42 INFO Receiving block 
09:59:42 INFO Receiving block
10:00:04 INFO PacketResponder terminating
10:00:04 INFO Received block size 
10:00:04 INFO PacketResponder terminating
10:00:04 INFO Received block size 
10:00:04 INFO PacketResponder terminating
10:00:04 INFO Received block size 
10:00:04 INFO AddStoredBlock
10:00:04 INFO AddStoredBlock 
10:00:05 INFO AddStoredBlock

Normal block



Observation from real-world log data
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Changing events

09:59:38 INFO Receiving block
09:59:38 INFO AllocateBlock
09:59:39 INFO Receiving block 
09:59:39 INFO Receiving block
10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size 
10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size 
10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size 
10:00:01 INFO AddStoredBlock
10:00:01 INFO AddStoredBlock 
10:00:02 INFO AddStoredBlock

09:59:38 INFO Receiving block from ip
09:59:38 INFO AllocateBlock
09:59:39 INFO Receiving block from ip
09:59:39 INFO Receiving block from ip
10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size 
10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size 
10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size 
10:00:01 INFO AddStoredBlock
10:00:01 INFO AddStoredBlock 
10:00:02 INFO AddStoredBlock



Thus, we propose SwissLog
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u Diverse Faults

n Sequence order change

n Log time interval change

u Changing Events

u Robust 

u Unified

u Versatile

SwissLog
Facing these challenges in real-world

Swiss Army Knife
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Overview of SwissLog

𝑬𝒔𝒆𝒎𝒂𝒏𝒕𝒊𝒄

𝑬𝒕𝒊𝒎𝒆

Log Parsing Sentence Embedding

𝑭

𝚫𝑻

TM

TM

BERT

Projection

History Log

New Log

offline 

online 

Anomaly 
Detection

Alarm

Attn-based 
Bi-LSTM

Tokenize

Dictionarize

Clustering

online
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Log Parsing: Tokenize and Preprocess

Delimiters {‘Received’, ‘block’, ‘blk_560063894682806537’, 
‘of’, ‘size’, ‘67108864’, ‘from’, ‘/10’, ‘251’, ‘194’, ‘1
29’}

Received block blk_560063894682806537 of size 
67108864 from /10.251.194.129

dword={‘Received’, ‘block’, ‘of’, ‘size’, ‘from’}

[,;:"=]

Dictionary
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Log Parsing: Clustering by Wordset

dword1={‘Received’, ‘block’, ‘of’, ‘size’, ‘from’}

dword2={‘Block’, ‘name’, ‘system’, ‘allocate’, ‘block’}

dword3={‘Received’, ‘block’, ‘of’, ‘size’, ‘from’}
Cluster 2Cluster 1

e1

e3
e2
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Log Parsing: Mask Variables with LCS 

{‘Received’, ‘block’, ‘blk_560063894682806537’, ‘of’, 
‘size’, ‘67108864’, ‘from’, ‘/10’, ‘251’, ‘194’, ‘129’}

{‘Received’, ‘block’, ‘blk_7503483334202473044’, ‘o
f’, ‘size’, ‘233217’, ‘from’, ‘/10’, ‘250’, ‘19’, ‘102’}

{‘Received’, ‘block’, *, ‘of’, ‘size’, *, ‘from’, *, *, *, *}

Cluster 1

e1

e3

Token-level LCS
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Log Parsing: Clustering using Prefix Tree

{‘ABC’, ‘ABD’, ‘E’, ‘FGH’}

D HC

A E F

B G

ABC ABD

E

FGH

Template:
Disconnecting: Too many authentication failures for * [preauth]

𝒆𝟒:	 Disconnecting: Too many authentication failures for admin [preauth]
𝒆𝟓:	 Disconnecting: Too many authentication failures for root [preauth]

e4 e5

Templates: “Disconnecting: Too many 
authentication failures for * [preauth]”
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Sentence Embedding with Semantic Info

Case 1: “Expected quotacontroller.Sync to still be running but it is 
blocked. %v”,err

Case 2: “`{"metadata":{"ownerReferences":[{"apiVersion":"%s","kind":
"%s","name":"%s","uid":"%s","controller":true,"blockOwnerDeletion":
true}],"uid":"%s"}}`” ,m.controllerKind.GroupVersion(), m.controllerK
ind.Kind, m.Controller.GetName(), m.Controller.GetUID(), rs.UID)

Log formats are under active evolution

Existing approaches using limited functioned word embedding

Verb. 

Noun. 

BERT
Ordered sentence
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Sentence Embedding with Temporal Info

Why to introduce log time interval? Latency is the common manifestation

09:59:38 INFO Receiving block

09:59:38 INFO AllocateBlock

09:59:39 INFO Receiving block 

09:59:39 INFO Receiving block

10:00:02 INFO AddStoredBlock

∆𝑡! = 0

∆𝑡" = 3

∆𝑡# = 0

∆𝑇	 = 𝑝𝑎𝑑𝑑𝑖𝑛𝑔, ∆𝑡!	, ∆𝑡"	, … , ∆𝑡$ 	, …

= −1, 0, 3, 0, …	

θ =
1
∆t

1. the time interval vibrates in a task-related time range 

2. 1-dimension temporal data exhibits limited information  

embedding

1-dimension high-dimension

…
…
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Attention-based Bi-LSTM: Training

𝑬𝒔𝒆𝒎𝒂𝒏𝒕𝒊𝒄

𝑬𝒕𝒊𝒎𝒆

𝑽

09:59:38 INFO Receiving block

09:59:38 INFO AllocateBlock

09:59:39 INFO Receiving block 

09:59:39 INFO Receiving block

10:00:02 INFO AddStoredBlock

…
…

Assign different weights to different log statements 

LSTM

Attention

LSTM

Deep learning model𝑉 = 𝑐𝑜𝑛𝑐𝑎𝑡{𝐸789:;<=>, 𝐸<=98}

Semantic 
information

Temporal 
information
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Anomaly Detection

Attention

LSTM

LSTM

Sessions

Pre-trained model

1. Log parsing

2. sentence 
embedding

If anomaly
Yes

AlarmNo
(correlated by 
identifiers or 
sliding windows)
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Evaluation
Research Questions:
n RQ1: How effective and robust is the proposed log parser? 

n RQ2: How effective is the BERT encoder on anomaly detection? Do 
other log parsers perform as well as the proposed log parser using 
BERT encoder? 

n RQ3: How robust is SwissLog on those log data with changing 
events? 

n RQ4: Can SwissLog detect performance issues? How sensitive is 
SwissLog to log time deviations? 



23

Evaluation
Datasets:
u Real-World datasets

u Synthetic datasets

Log Type #Messages #Templates Labeled

HDFS 11,175,629 30 Yes

Blue Gene /L 4,747,963 377 Yes

Android 30,348,042 76,923 No

Injected Type Notes

Changing events Only unimportant words are inserted or removed. Ratio 
ranges from 5% to 30% to the original HDFS log data.

Performance issues apply the time interval latency injection to mimic CPU 
hog, memory hog, disk write burn and network delay 
with ratio 5% to those log whose original time interval 
is less than 2. 
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Evaluation
Metrics:
• Parsing Accuracy: 𝑃𝐴	 = >?@;<(>?BB8><	8C8;<	DE	FB?@G)

>?@;<(:II	8C8;<	DE	FB?@G) . The ratio of correctly parsed 

log messages over the total number of log messages. 
• Precision: 𝑃	 = JK

JK	LMK	. The percentage of correctly detected anomalies amongst 
all detected anomalies. 

• Recall: R	= JK
JK	LMN	. The percentage of correctly detected anomalies amongst all 

real anomalies.  
• F1-Score: 𝐹1 = O∗K∗Q

KLQ
	. The harmonic mean of Precision and Recall.



25

RQ1: The Effectiveness and Robustness of Log Parser 

PM response took <*> ms (<*>, powerd)
PM response took <*> ms (<*>, QQ)
PM response took <*> ms (<*>, WeChat)

<*>

Challenges in template definition
Customize dictionary when preprocessing according to different template discriminant
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RQ1: The Effectiveness and Robustness of Log Parser 

Confirm the effectiveness in large datasets
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RQ2: The Effectiveness of Semantic-based Model 

The fixed variable of log parsers and 
anomaly detection method shows the 
effectiveness of semantic-based model
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RQ3: The Robustness on Changing Log Data 

SwissLog with BERT encoders is almost not 
affected by changing events, showing a good 
robustness. 
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RQ4: The Effectiveness and Sensitivity of Time Embedding 

Attn-based Bi-LSTM outperforms Bi-LSTM 
and LSTM in detecting log sequential 
anomalies 
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Discussions
Threats To Validity:

n Dictionary selection

n Different tasks still have different execution time in different software systems

Efficiency:

n log parsing: 4.5 ms/l

n sentence embedding: 2.6ms/l

n network training: 800.0 ms/l

n anomaly detection: 4.5 ms/l 
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Conclusion
n Challenges in log-based anomaly detection:
• Changing events
• Performance issues

n We propose SwissLog, a robust and unified anomaly detection model for diverse faults:
• Sequential log anomalies
• Performance issues

n SwissLog includes 4 phases:
 Log parsing -> Sentence embedding -> Attention-based Bi-LSTM -> Anomaly detection
n Evaluation on real-world datasets and synthetic datasets to answer 4 research questions:
• The effectiveness of log parsers and semantic-based models
• The robustness on changing events
• The effectiveness and sensitivity of time embedding

n Future works
• Collect performance issues related datasets
• Optimize the performance and adaptiveness of SwissLog


