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Our goal: to reduce MTTR (Mean Time To Recovery)



Log-based anomaly detection methods
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Real-world environment is more complex



Log templates are changing

# Log Event *# Log Event TABLE I: An overview of the studied applications (all metrics
. PP
600 [—— Added 2,700 | <@+ Total e calculated using the latest HEAD of the repository)
—o— Removed --@-- Unchanged d
—e— Modified i ] :
o ActiveMQ Camel CloudStack Liferay
2,400
P ° # of logging statements 51K 6.1K 9.6K 1.8K
. # of commits 11K 21K 29K 143K
5 o O g # of years in repository 8 8 4 4
By, # of contributors 41 151 204 351
. T
_ . ° # of added lines of code 261K 505K 1.09M 3.9M
Versions, 17,500 Vexsiois # of deleted lines of code 114K 174K 750K 2.8M
10 20 30 40 50 60 70 80 10 20 30 40 50 60 70 80
# of added logging statements 4.5K 5 IK' 24K 104K
(a) Changed log events (b) All log events # of deleted logging statements 23K 24K 17K 8.1K
% of logging-related changes 1.8% 1.1% 2.3% 0.3%

Figure 2: The Evolution of Log Events across Versions
[1] [2]
[1] X. Zhang, Y. Xu, Q. Lin, B. Qiao, H. Zhang, Y. Dang, C. Xie, X. Yang, Q. Cheng, Z. Li et al., “Robust log-based anomaly
detection on unstable log data,” in ESEC/FSE’19: Proc. of the 2019 27th ACM Joint Meeting on European Software Engineering
Conference and Symposium on the Foundations of Software Engineering. ACM, 2019, pp. 807-817.

[2] S. Kabinna, C.-P. Bezemer, W. Shang, M. D. Syer, and A. E. Hassan, “Examining the stability of logging statements,”
Empirical Software Engineering, vol. 23, no. 1, pp. 290-333, 2018. 6



Performance issues are silent
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Performance issues are the common manifestation of “partial failures”
Performance issues are not so easy to detect



So...How to build a model to be robust to
changing events and be effective to
detect performance issues?

We first observe log data, and analyze the requirements in real-world:
& Effective to diverse faults

B Sequence order change (severe issues)

B Log time interval change (performance issues)

€ Robust to changing events



Observation from real-world log data

09:59:38 INFO Receiving block

09:59:38 INFO AllocateBlock

09:59:39 INFO Receiving block

09:59:39 INFO Receiving block

10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size

10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size

10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size

10:00:01 INFO AddStoredBlock

10:00:01 INFO AddStoredBlock

10:00:02 INFO AddStoredBlock

Normal block

09:37:53 INFO AllocateBlock

09:37:54 INFO Receiving block

09:37:54 INFO Receiving block

09:37:54 INFO Receiving block

09:38:49 INFO PacketResponder terminating
09:38:49 INFO Received block size

09:38:49 INFO PacketResponder terminating
09:38:49 INFO Received block size

09:38:49 INFO PacketResponder terminating
09:38:49 INFO Received block size

09:38:49 INFO AddStoredBlock

09:38:49 INFO AddStoredBlock

09:38:51 INFO AddStoredBlock

09:38:49 WARN Redundant addStoredBlock request

Sequence order change




Observation from real-world log data

09:59:38 INFO Receiving block

09:59:38 INFO AllocateBlock

09:59:39 INFO Receiving block

09:59:39 INFO Receiving block

10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size

10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size

10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size

10:00:01 INFO AddStoredBlock

10:00:01 INFO AddStoredBlock

10:00:02 INFO AddStoredBlock

Normal block

09:59:38 INFO Receiving block
09:59:38 INFO AllocateBlock

09:59:42 INFO Receiving block
09:59:42 INFO Receiving block

10:00:04 INFO PacketResponder terminating
10:00:04 INFO Received block size

10:00:04 INFO PacketResponder terminating
10:00:04 INFO Received block size

10:00:04 INFO PacketResponder terminating
10:00:04 INFO Received block size

10:00:04 INFO AddStoredBlock

10:00:04 INFO AddStoredBlock

10:00:05 INFO AddStoredBlock

Log time interval change
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Observation from real-world log data

09:59:38 INFO Receiving block

09:59:38 INFO Receiving block from ip

09:59:38 INFO AllocateBlock

00:59:38 INFO AllocateBlock

09:59:39 INFO Receiving block (
09:59:39 INFO Receiving block

09:59:39 INFO Receiving block from ip
09:59:39 INFO Receiving block from ip

10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size

10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size

10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size

10:00:01 INFO AddStoredBlock

10:00:01 INFO AddStoredBlock

10:00:02 INFO AddStoredBlock

10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size

10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size

10:00:01 INFO PacketResponder terminating
10:00:01 INFO Received block size

10:00:01 INFO AddStoredBlock

10:00:01 INFO AddStoredBlock

10:00:02 INFO AddStoredBlock

Changing events
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Thus, we propose SwissLog

Facing these challenges in real-world <4
Swisslog . ) &
¢ Diverse Faults

¢ Robust
m Sequence order change Swiss Army Knife
. ¢ Unified
m Log time interval change
¢ \ersatile

¢ Changing Events
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Overview of SwissLog
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Log Parsing: Tokenize and Preprocess

Received block blk_560063894682806537 of size
67108864 from /10.251.194.129

=y

Delimiters {‘Received’, ‘block’, ‘blk_560063894682806537’,
‘of’, ‘size’, ‘67108864, ‘from’, ‘/10’, ‘251, “194’, ‘1

I 29’}
il

dword={'Received’, ‘block’, ‘of’, ‘size’, ‘from’}

Dictionary



Log Parsing: Clustering by Wordset

dword1={'Received’, ‘block’, ‘of’, ‘size’, ‘from’}
dword2={'Block’, ‘name’, ‘system’, ‘allocate’, ‘block’}

dword3={‘Received’, ‘block’, ‘of’, ‘size’, ‘from’}

A
~

el
e3

N—

Cluster 1

e2

N~
Cluster 2



Log Parsing: Mask Variables with LCS

{‘Received’, ‘block’, ‘blk_560063894682806537’, ‘of’,
‘size’, ‘67108864’, ‘from’, ‘//10’, ‘251’, ‘194’, ‘12;9%-—~>

[‘Received’, ‘block’ ’bIk_750343333@1202173044’, 0

f’, ‘size’, '233217’, ‘from’, ‘/10’, |250%319’, {102’}
~_
Token-level LCS Cluster 1

{‘Received’, ‘block’, *, ‘of’, ‘size’, *, ‘from’, *, *, *, *



Log Parsing: Clustering using Prefix Tree

{‘ABC’, ‘ABD’, ‘E’, ‘FGH’}
Template:

Disconnecting: Too many authentication failures for * [preauth]

-
e4: Disconnecting: Too many authentication failures forjadmin [preauth]
e5: Disconnecting: Too many authentication failures forfroot [preauth]

! 3
PN
» ©® ¢

g
(B) E
Templates: “Disconnecting: Too many G \@
' ' FGH
authentication failures for * [preauth]” ABC  ABD G

e4 e5



Sentence Embedding with Semantic Info

Log formats are under active evolution

Existing approaches using limited

Case B E .0 ¢

blockea.

Ordered sentence

Case 2: “ {"metadata": {"ownerReferences"
"%s","name":"%s","uid":"%s","controller":
true}],"uid":"%s"}} " ,m.controllerKind.Gr

ind.Kind, m.Controller.GetName(), m.Cont:




Sentence Embedding with Temporal Info

Why to introduce log time interval? Latency is the common manifestation

09:59:38 INFO Receiving block 1. the time interval vibrates in a task-related time range

Atl == 0
09:59:38 INFO AllocateBlock 1
Atz == 3 = —
Ap g 939339 INFO Receiving block At
3 — . . - . e . .
09:59:39 INFO Receiving block 2. 1-dimension temporal data exhibits limited information
embedding
10:00:02 INFO AddStoredBlock
AT = {padding, Aty , Aty , ..., ALy, ...} 1-dimension high-dimension

={-1,0,3,0,... }



Attention-based Bi-LSTM: Training

Assign different weights to different log statements

Esemantic e .
Semantic _ . LSTM L
information | | 09:59:38 INFO Receiving block
i | 09:59:38 INFO AllocateBlock
— > :
| i 09:59:39 INFO Receiving block
| LSTM! :59: -
Temporal : : 09:59:39 INFO Receiving block
information |4 < Attention >
| i 10:00:02 INFO AddStoredBlock
Etime \ /

N e e e e e - - - - - ——

V = concat{Eomantic» Etime}  Deep learning model
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Anomaly Detection

1. Log parsing
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2. sentence
embedding
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Sessions
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Evaluation

Research Questions:
m RQ1: How effective and robust is the proposed log parser?

m RQ2: How effective is the BERT encoder on anomaly detection? Do
other log parsers perform as well as the proposed log parser using

BERT encoder?

m RQ3: How robust is SwissLog on those log data with changing
events?

m RQ4: Can SwissLog detect performance issues? How sensitive is
SwissLog to log time deviations?



Evaluation

Datasets:
€ Real-World datasets
Log Type #Messages #Templates Labeled
HDFS 11,175,629 30 Yes
Blue Gene /L 4,747,963 377 Yes
Android 30,348,042 76,923 No

€ Synthetic datasets

Injected Type Notes

Changing events Only unimportant words are inserted or removed. Ratio
ranges from 5% to 30% to the original HDFS log data.

Performance issues apply the time interval latency injection to mimic CPU
hog, memory hog, disk write burn and network delay
with ratio 5% to those log whose original time interval
is less than 2. 23




Evaluation

Metrics:

. count(correct event ID grou

* Parsing Accuracy: PA = ( group)
count(all event ID group)

log messages over the total number of log messages.
TP

TP +FP

all detected anomalies.
TP

TP +FN
real anomalies.

e F1-Score: F1 =

. The ratio of correctly parsed

* Precision: P = . The percentage of correctly detected anomalies amongst

 Recall: R = . The percentage of correctly detected anomalies amongst all

2%¥P*R . . .
. The harmonic mean of Precision and Recall.




RQ1: The Effectiveness and Robustness of Log Parser

TABLE 11
COMPARISONS OF SWISSLOG AND SOTA OF PARSING ACCURACY ON DIFFERENT LOG DATASETS

Dataset HDFS Hadoop Spark Zookeeper BGL HPC Thunderbird  OpenStack  Mac
Parsing Accuracy SwissLog 1.000 0.992 0.997 0.985 0.970 0.910 0.992 1.000 0.840
SOTA 1.000 0.957 0.994 0.967 0.963 0.903 0.955 0.871 0.872
Dataset Windows Linux Andriod HealthApp Apache  Proxifier OpenSSH Average
Parsing Aceuracy SwissLog 1.000 0.869 0.954 0.901 1.000 0.990 1.000 0.962
SOTA 0.997 0.701 0.919 0.822 1.000 0.967 0.925 0.865

e

PM response took <*> ms (<*>,[powerd)!
PM response took <*> ms (<*>, :QQ) : —_— <>
PM response took <*>ms (<*>,iWeChat)

Challenges in template definition
Customize dictionary when preprocessing according to different template discriminant



RQ1: The Effectiveness and Robustness of Log Parser
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Comparisons among different log parsers of parsing accuracy on different volumes of logs

Confirm the effectiveness in large datasets
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RQ2: The Effectiveness of Semantic-based Model

[_]PCA

LogAnomaly [ ]| SwissLog(LSTM) [ ] SwissLog(Attn-based BiLSTM)
B DeepLogBl LogRobust [l SwissLog(BiLSTM)

1.0 4
0.8 -
0.6 -
g
0.2

0.0 -

0.98 950.960.950.930.960.97

0.64

S 0.94.-000.980.981.00

Precision

Recall

(a) HDFS

50.970.960.970.99

0.919-9

F1-Score

[ ]PCA

LogAnomaly [ | SwissLog(LSTM) [ ] SwissLog(Attn-baesd BiLSTM)
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Fig. 10. Comparisons of different approaches on different datasets

Precision

Recall

(b) BGL

0.930.950.970.950.960-99

F1-score

TABLE III
RESULTS OF DIFFERENT LOG PARSERS USING BERT ENCODERS

LogParser | Precision Recall F1-Score
Drain 0.95 0.96 0.96
AEL 0.96 0.97 0.97

SwissLog 0.97 1.00 0.99

The fixed variable of log parsers and
anomaly detection method shows the
effectiveness of semantic-based model
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RQ3: The Robustness on Changing Log Data

1.04 5 E 5 E

5 08]

- 0.4 if;‘gii:;?st - SwissLog with BERT encoders is almost not
0271+ peepLog affected by changing events, showing a good
0.0 robustness.

0 5 10 15 20 25 30
Injection Ratio (%)

Fig. 11. F1-Score on the dataset TestingEvent
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RQ4: The Effectiveness and Sensitivity of Time Embedding

TABLE IV
RESULTS ON DIFFERENT OPERATION FOR TIME EMBEDDING
Time embedding | Precision Recall F1-Score
Raw time 0.67 0.68 0.42
Mean 0.67 0.94 0.76
WO_Reciprocal 0.65 0.66 0.56
SwissLog 0.92 0.99 0.95
1.0 - —— 1.0 ~
=
) o)
S 0.6- S 0.6+
O O
=041 —— Attn-based Bi-LSTM| | 047 | —— Attn-based Bi-LSTM
—— Bi-LSTM —— Bi-LSTM
0:2 LSTM e LSTM
0.0 , . , 0.0 ; : ,
1 2 3 4 5 1 2 3 4
Count Count

(a) Injected seconds=1

(b) Injected seconds=2

Fig. 12. F1-Score on TestingPerf

Attn-based Bi-LSTM outperforms Bi-LSTM
and LSTM in detecting log sequential
anomalies
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Discussions

Threats To Validity:

m Dictionary selection

m Different tasks still have different execution time in different software systems

Efficiency:

m |og parsing: 4.5 ms/|

m  sentence embedding: 2.6ms/!
m  network training: 800.0 ms/I

m  anomaly detection: 4.5 ms/I



Conclusion

Challenges in log-based anomaly detection:
* Changing events
* Performance issues
We propose SwissLog, a robust and unified anomaly detection model for diverse faults:
* Sequential log anomalies
* Performance issues
SwissLog includes 4 phases:
Log parsing -> Sentence embedding -> Attention-based Bi-LSTM -> Anomaly detection
Evaluation on real-world datasets and synthetic datasets to answer 4 research questions:
* The effectiveness of log parsers and semantic-based models
* The robustness on changing events
* The effectiveness and sensitivity of time embedding
Future works
Collect performance issues related datasets
Optimize the performance and adaptiveness of SwissLog



