This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

IEEE TRANSACTIONS ON NETWORKING

NetScope: Fault Localization in Programmable
Networking Systems With Low-Cost In-Band
Network Telemetry and In-Network Detection

Hongyang Chen, Benran Wang, Guangba Yu", Zilong He", Pengfei Chen", Chen Sun,
and Zibin Zheng", Fellow, IEEE

Abstract—Recently, Software Defined Networking (SDN) has
gained widespread adoption as a network infrastructure.
Although the openness and programmability of SDN facili-
tate large complex network construction, diagnosing faults in
datacenter-scale network remains challenging. Previous network
diagnosis tools pose significant overhead in fine-grained teleme-
try and typically lack automated fine-grained fault diagnosis
capabilities. Although on-demand monitoring methods have been
proposed to reduce telemetry overhead, they struggle with
effectively setting fixed thresholds, which requires expert expe-
rience. This paper presents NetScope, a lightweight system for
real-time anomaly detection with self-adaptive thresholds and
automatic root cause localization in programmable networking
systems. NetScope estimates latency medians for each Flow
(i.e., a pair of source and sink switches) within the switch
using the proposed per-Flow quantile sketch and calculates the
threshold accordingly for anomaly detection. Upon detecting
anomalies, NetScope collects aggregated packet-level telemetry on
demand and generates a ranked list of fine-grained fault culprits
at multiple levels, including port-level, Flow-level, and switch-
level. Extensive experiments demonstrate the effectiveness and
efficiency of NetScope in anomaly detection and fault localization.
Specifically, NetScope achieves a 32%~116% relative improve-
ment in anomaly detection and 6% ~197% improvement in root
cause analysis compared with other baselines without causing
any network bandwidth in anomaly detection while consuming
64.2% less telemetry bandwidth for localization.

Index Terms—P4, in-band network telemetry, software defined
networking, fault localization.

I. INTRODUCTION

UE to the demand for low latency and high throughput
applications, a growing number of IT enterprises are
deploying their applications in datacenters. As applications
dynamically scale to deliver superior quality of experience
(QoE), efficient data center network management becomes
crucial. This necessitates networks that can scale to meet

Received 12 July 2024; revised 15 May 2025; accepted 8 July 2025;
approved by IEEE TRANSACTIONS ON NETWORKING Editor C. Peng. This
work was supported in part by the National Key Research and Development
Program of China under Grant 2019YFB1804002, in part by the National
Natural Science Foundation of China under Grant 62272495, and in part by
the Guangdong Basic and Applied Basic Research Foundation under Grant
2023B1515020054. (Corresponding author: Pengfei Chen.)

Hongyang Chen, Benran Wang, Guangba Yu, Zilong He, and Pengfei Chen
are with the School of Computer Science and Engineering, Sun Yat-sen
University, Guangzhou 510275, China (e-mail: chenpf7@mail.sysu.edu.cn).

Chen Sun is with Huawei Technologies Company Ltd., Shenzhen 518000,
China.

Zibin Zheng is with the School of Software Engineering, Sun Yat-sen
University, Zhuhai 519040, China.

Digital Object Identifier 10.1109/TON.2025.3590034

src host

________ /—\e/\,
Fig. 1. A fault in a large-scale network: a switch failure (red) causes neighbor
switches (orange) to behave abnormally.

evolving application demands while maintaining reliable net-
work management.

Recently, the adoption of SDN and programmable net-
working has enhanced datacenter network infrastructure
management while significantly increasing network scale and
complexity. With rapidly expanding networks, failures have
become commonplace rather than exceptions. Timely diag-
nosis of these failures is critical, as even a minor network
performance degradation can substantially impact upper-layer
application quality [1]. Fig.1 illustrates a complex datacenter
network where a single switch failure induces cascading
failures across multiple neighboring switches. For instance,
prior studies [2], [3], [4] have shown that failures of top-of-
rack (ToR) switches often impact all devices within the same
rack. This cascading effect highlights the limitations of manual
diagnosis and underscores the necessity for automated fault
localization.

Network failure diagnosis typically includes monitoring,
anomaly detection, and fault localization. The monitoring
phase collects sufficient valuable information, the anomaly
detection phase identifies abnormal network traffic, and the
fault localization phase identifies the root cause. Traditional
diagnosis methods monitor networks either through packet
mirroring at switches [5], [6], [7], [8] or by actively injecting
probe packets [9], [10], [11]. However, this additional network
traffic negatively impacts performance. To reduce monitor-
ing overhead, programmable switches have inspired extensive
research [12], [13], [14], [15], [16], [17] on diagnosing failures
in complex networks using In-band Network Telemetry (INT),
introduced in §1I, which embeds telemetry headers in packets
to collect packet-level monitoring data. Nevertheless, these
approaches remain inadequate due to three key limitations.

1) Existing monitoring methods based on INT cause

a high packet transmission overhead. These meth-
ods require each switch to inject telemetry headers
into packets, increasing their size linearly with the
path length. Additionally, some enhanced methods [18]
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reduce packet size by compressing telemetry data but
require additional switch memory to maintain metadata.

2) Existing anomaly detection methods are ineffi-
cient and unscalable. To conserve bandwidth and
reduce overhead, existing methods utilize trigger-based
anomaly detection approaches [1], [19], [20], [21]
that transmit monitoring data from data plane to
control plane only when anomalies occur, such as sud-
den changes in end-to-end latency or queuing delay.
However, traditional event trigger-based approaches typ-
ically rely on static or manually configured thresholds,
which are impractical with numerous network flows.
These methods require per-flow configuration and expert
knowledge, and are generally initiated by the control
plane, introducing additional latency and lacking adapt-
ability in large-scale networks.

3) Existing network failure diagnosis methods fail to
comprehensively and automatically understand and
identify fault causes due to their inability to extract
insights from massive flows. Jia et al. [13] rely on
the set intersection of paths to locate the position of
packet loss, but it lacks robustness and may fail when
facing simple anomalies. IntSight [18] delegates diag-
nosis to the data plane but struggles with analyzing
faults that propagate to adjacent switches. While query-
based debugging [20] collects extensive data, it requires
substantial expert knowledge, making it time-consuming
and error-prone.

To overcome these limitations, NetScope is proposed to
detect and diagnose performance-related Network faults (e.g.,
microburst) that manifest as abnormal flow latency or packet
loss, functioning as a “microScope” for network issues.
NetScope is a comprehensive P4-based [22] system integrat-
ing low-cost telemetry, self-adaptive anomaly detection, and
high-accuracy fault localization. Regardless of switch count,
NetScope collects telemetry metadata (e.g., path sequences
from path IDs, termed “path-aware”) by inserting only one
fixed-width telemetry header per packet, temporarily storing
this data at edge switches (§V). Diagnostic telemetry data
is transmitted to the control plane only when anomalies are
detected in the data plane, reducing bandwidth consumption
through on-demand collection (Limitation 1). For anomaly
detection (§VI), NetScope introduces a novel per-Flow quan-
tile estimation sketch that tracks latency medians in the data
plane, dynamically updating detection thresholds for network
delay detection (Limitation 2). For fault diagnosis (§VII),
NetScope employs Frequent Sequence Mining (FSM) [23]
to identify suspicious network positions using path informa-
tion from telemetry data. Combined with scores calculated
through Spectrum-Based Fault Localization (SBFL) [24] and
telemetry metrics like throughput and queuing conditions,
NetScope precisely determines port/switch/Flow-level root
causes, providing operators with a prioritized list of culprits
(Limitation 3). As NetScope does not inspect packet headers
or payloads, it is not designed to detect application-layer
attacks or deep-packet anomalies.

We demonstrate NetScope’s superiority through extensive
experiments (§VIII). Compared to in-network per-Flow quan-
tile sketches, NetScope achieves a 44% relative improvement
in estimation accuracy. With this sketch, NetScope delivers
32%~116% better anomaly detection performance versus
other baselines and 6%~197% improvement in root cause
analysis compared to alternatives. Additionally, NetScope
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operates with low overhead, requiring no network bandwidth
during anomaly detection and consuming 64.2% less telemetry
bandwidth for localization than competing approaches. To
summarize, our work makes the following contributions.

e On-demand Monitoring. We propose a novel path-aware
method to monitor network traffic and report data on
demand. This method is independent of path length and
does not incur additional costs as the network scales.

e Self-adaptive Anomaly Detection. We propose an
in-network per-Flow quantile sketch. Based on it, we pro-
pose self-adaptive in-network anomaly detection, where
the data plane accurately detects anomalies in a versatile
network without the need of the control plane.

e Automatic Root Cause Analysis. We combine Frequent
Sequence Mining and Spectrum-Based Fault Localization
to precisely locate the faulty switch. The root cause can
be automatically localized at different levels in a rank list.

e In the consideration of five different fault scenarios, we
prove the effectiveness and low overhead of NetScope.

II. BACKGROUND

SDN & PDP. Software Defined Networking (SDN) and
Programming Data Plane (PDP) have gained widespread adop-
tion for their programmability. SDN separates the control
plane (decision-making) from the data plane (packets for-
warding), enabling centralized management. PDP refers to the
programmability of the SDN data plane, allowing switches to
be configured with customized processing logic.

OpenFlow & P4. OpenFlow [25], an SDN communication
protocol, abstracts traditional networking into flow tables
and match-action list. P4 (Programming Protocol-independent
Packet Processors) extends it by providing protocol indepen-
dence via a high-level language that enables defining packet
processing pipelines without dealing with hardware details.

Quantile Estimation. Quantile estimation, which character-
izes data stream (e.g., network flows) distributions, has gained
attention [26], [27], [28], [29] in network monitoring. The
primary research focus involves designing various quantile
sketches based on sketch data structures, which provide diverse
summaries of a data stream while processing each data item
only once. Specifically, a quantile sketch approximates quan-
tile values of a single data stream of n elements. A query
for quantile ¢(¢ € [0,1]) estimates the [n¢]th element. As
network flow volumes grow, research has shifted from single-
stream to multi-stream concurrent quantile estimation.

In-band Network Telemetry (INT). Proposed by P4 orga-
nization, INT [30] is a technique to monitor and collect
network data within the data plane of a network. INT can
gather telemetry data in real-time by adding or modifying
fields of the packet header, without the requirement of external
probes or monitoring agents. By gathering fine-grained and
up-to-date information on network performance and behav-
ior, INT helps network administrators resolve issues more
efficiently.

III. MOTIVATION

a) Reducing Monitoring Overhead of Core Switches:

To further reduce the monitoring overhead, SpiderMon [21]
saves network bandwidth by collecting telemetry in the control
plane on demand. It requires all switches to store data and
report diagnosis data to the control plane. However, regardless
of the type of network, core switches are always busier than
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Fig. 2. The link utilization of the core layer and the edge layer.
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Fig. 3. Encoding path with ID can reduce INT header size. Among the
methods that encode path, NetScope spares more switch memory.

edge switches. Benson et al. published network traffic datasets
collected from various data centers [31]. We used one of
these datasets to examine link utilization in both the core
and edge layers by analyzing SNMP data from switches
over several hundred 5-minute intervals. Fig. 2 displays the
Cumulative Distribution Function (CDF) for a representative
interval, clearly demonstrating that the possibility of low link
utilization in the core layer is lower than in the edge layer [32].
To relieve the strain on core switches, NetScope is expected to
offload the burden to edge switches by gathering telemetry data
on edge switches and maintain the aggregation of telemetry.
As a result, we are inspired to collect aggregated data at the
packet level and record only in edge switches.

b) Reducing Header Size for Path Recording:

Packet transmission paths are crucial for root cause diag-
nosis. The INT-MD (eMbed Data) mode [13] records switch
sequences by injecting telemetry data into packet headers at
each hop, but this increases packet size as paths lengthen. To
evaluate the impact of preserving path information, we mea-
sure the growth of INT header size as path length increases.
During the experiment, only a 4-byte switch-ID [30] is injected
in the packet as telemetry data per hop. The left part of
Fig. 3 shows that header size increases proportionally with
hop count, reaching 32 bytes after 8 hops. Previous studies
[32], [33] have consistently shown that packet sizes in data
center networks follow a bimodal distribution, with approxi-
mately 50% of packets being smaller than 200 bytes. While a
32-byte INT header represents only 16% of a 200-byte packet,
its cumulative effect across numerous packets significantly
impacts network bandwidth. To mitigate path transmission
overhead, IntSight [18] encodes paths into fixed-width IDs but
requires numerous Match-Action Table (MAT) entries for path
ID maintenance, consuming switch memory. The right graph
of Fig. 3 shows switch memory usage across network with
varying path counts, confirming IntSight’s substantial memory
overhead. Specifically, IntSight consumes 11KB to support
586 paths. Although it seems modest, it takes up a significant
portion of programmable switches’ limited SRAM, where each
pipeline stage typically has only IMB SRAM shared among
various data plane programs. Consequently, we propose a

path-aware method that reduces monitoring overhead in larger
networks while minimizing switch memory consumption.

c) Adaptively Detecting Anomalies Within Programmable
Switches:

Existing methods fail to achieve a good trade-off between
detection accuracy and inefficiency. Some [8], [34] require
the controller to collect monitoring data from the data plane
frequently and run detection models. Although these methods
collect abundant data, the frequent data collection causes high
extra overhead. Conversely, others [1], [19], [20], [21] rely on
static thresholds preset in switches without onerous collection.
However, expert knowledge is necessary for manually setting
thresholds, which is not suitable for complex and rapidly
evolving network. In particular, the vast number of flows
and the highly variable latency distributions among these
flows [32] make it challenging to configure effective static
thresholds. Moreover, the latency of network flows varies
over the day [35]. As a result, manually setting and updating
static thresholds for each network flow is error-prone and
costly. NetScope focuses on a better trade-off among detection
accuracy and inefficiency by calculating adaptive thresholds
entirely in the data plane of the programmable switch.

d) Automated and Intelligent Analysis of Diverse Root
Causes:

Existing network diagnosis methods typically focus on
analyzing a single type of failure [19], [28], [36]. While recent
studies [18], [20], [21] uses in-band telemetry data to support
the diagnosis of various types of faults, they rely on predefined
static rules based on domain knowledge and a precise under-
standing of the specific fault. Such manual rules are difficult
to maintain in dynamic and heterogeneous network. Addition-
ally, with the increasing volume of in-band telemetry data,
manually analyzing each flow to extract diagnostic evidence is
inefficient and error-prone. Consequently, NetScope introduces
an automated and data-driven root cause analysis method to
enable accurate diagnosis of diverse network faults, which
minimizes reliance on manual rules and expert intervention.

IV. OVERVIEW
A. Definition

Definition (SOURCE/TRANSIT/SINK Switch): For a packet
traversing in the network, the switch that it first enters is
referred to as the source switch. The switch that the packet
last exits from, before reaching its destination host, is called
sink switch. Other switches between source switch and sink
switch are named as transit switches. Note that one switch
may play multiple roles (source, transit, sink) for different
Flows.

Definition (FlowID): FlowlID is defined as (Ssource; Ssink)
without host information, as NetScope focuses on the problems
that happen in the network, i.e., the anomaly between/in
switches. Furthermore, FlowID spares more bits than 5-tuple.

Definition (PathID): PathID is updated per hop as the
packet traverses across switches. At each hop, the PathID is
updated through hash operation introduced in §V-C.

B. Overview

Fig. 4 provides an overview, illustrating both data plane
and control plane. The design is driven by 4 key motivations
in Section III. For monitoring (§V), NetScope periodically
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Fig. 4. The overview of NetScope.

samples network packets as telemetry packets and inserts
critical information into telemetry headers. To reduce the
overhead on core switches (Motivation a), NetScope stores
traffic telemetry data in edge switches’ memory and reported
on demand. To reduce telemetry header size (Motivation b),
NetScope compresses the entire path into a fixed-width ID,
rather than recording hop-by-hop switch IDs. For anomaly
detection (§VI), the sink switch monitors for drop events or
latency exceeding corresponding thresholds. If so, it sends a
notification to the control plane. To balance detection accuracy
and efficiency (Motivation c), NetScope calculates the adaptive
threshold by estimating the median quantile and the variance
of each Flow’s latency data, with estimates updated upon each
packet arrival. These estimations and threshold selections are
performed within the sink switches. For root cause analysis
(§VID), culprits are located by FSM and scored by SBFL with
minimal manual effort (Motivation d). Additional telemetry
data helps pinpoint diverse fault causes across various lev-
els, including port-level packet loss, switch-level ECMP load
imbalance, and Flow-level micro-burst. After combining the
report data, the control plane diagnoses root cause and sends
a rank list of recommended culprits to operators.

V. TELEMETRY COLLECTION

As network behavior typically remains stable in a short
time under normal conditions [15], NetScope adopts a sample
strategy to collect essential information without inducing sub-
stantial bandwidth overhead. The source switch periodically
generates a sample packet to collect telemetry data, including
statistics like the number of packets during the sample period,
referred to as an epoch. Additionally, NetScope adopts a path-
aware encoding method (§V-C) to reduce packet transmission
overhead, enabling more efficient telemetry collection.

A. Packet Category

NetScope uses the IP layer’s reserved field (e.g., IPv4
Option) to distinguish between naive and telemetry packets,
maintaining fixed packet size regardless of path length.

Naive Packet. Naive packet is a packet without a telemetry
header inserted by the switch, as indicated by the white packet
shown in Fig. 4. For every naive packet, only a field of small
size (e.g., 8 bits) is inserted into the header to record PathlID,
which will be carried and updated through the network.

Telemetry Packet. During each epoch, the source switch
inserts an 11-byte telemetry header into a naive packet per
Flow, creating a telemetry packet (blue packet in Fig. 4).
The controller can dynamically adjust epoch period. Telemetry

¥ Notification to the control plane: Anomaly Detected

L3 | [ Packet count, Packet size, Total queue depth, Epoch gap ... ]

packets from different Flows are staggered to mitigate tran-
sient network burden of telemetry data. The telemetry header
includes the source timestamp (when the packet enters the
source switch), the packet count of the packet’s FlowlID in
the previous epoch, total queue depth, and telemetry epoch
ID. The timestamp can be compressed to reduce size [21].
Specifically, the total queue depth is recalculated at each hop
via in-network computing, i.e., by summing each switch’s
queue depth. Therefore, the size of telemetry data carried by
packets remains constant regardless of path length.

For all packets, both source and sink switches count the
total packet number and total packet size in each epoch.

B. Switch Actions

Switches perform both packet monitoring and anomaly
detection. All switches update PathID for each packet. For
telemetry packets, switches update telemetry data (e.g., total
queue depth) in telemetry headers. Sink switches perform
anomaly detection, notifying the control plane when latency
thresholds are exceeded or drop events are detected (§VI).
To conserve resources, each sink switch sends at most one
notification per an epoch. To prepare and record telemetry
data for diagnosis, edge switches (source switches and sink
switches) have additional tasks to perform.

Source Switch handles telemetry data in two steps. (1) It
counts the number of incoming packets of each Flow per
epoch and records them in the Ingress Table (IT). (2) It inserts
PathlID filed in all packets and also modifies reserved fields to
distinguish between naive and telemetry packets. IT records
the timestamp and epoch ID of the latest telemetry packet
per-Flow, enabling only one telemetry packet per Flow per
epoch.

Sink Switch stores telemetry data in three steps. (1) For
all incoming packets, it records the packet count and packet
size corresponding to PathlD and FlowID in the Egress Table
(ET). (2) For telemetry packets, it extracts the telemetry data
to the Ring Table (RT). In addition, RT records the latency,
packet counts, and packet size at path-level and Flow-level in
this epoch. When RT is full, the oldest data will be covered by
the newest data, that is why the table is called as “ring”. As
a result, RT retains the most recently telemetry data. (3) All
INT headers will be removed at the end of the sink switch,
ensuring the monitoring is transparent to end hosts.

Note that the node ID of the source switch and sink switch
already covers half information of FIowWID ({ssource; Ssink))-
Hence, the FlowID can be simplified as sg,x at source switches
and Sgource at sink switches, saving the switch’s memory usage.
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C. Path-Aware Encoding

In complex networks with dynamic routing strategies like
different load balancing methods, packets from the same flow
may traverse different paths. For instance, in Fig. 1, packets
of a Flow whose FlowlID is (s, s4) are transmitted along two
paths (s1, s3, s4) and (s1, s2, s4). To efficiently record packet
paths without excessive telemetry overhead, NetScope adopts
a path-aware encoding method that assigns a PathID to each
traversed path. Specifically, PathlD is updated as the packet
traverses across switches. At each hop, the updated PathlD
is hashed by {PathID, switchID, ingress port, egress port,
control}. The control field defaults to zero and changes
only when the hashed value has conflicts with another Flow.
Consequently, NetScope installs MAT entries only when a
hash conflict happens, reducing switch memory consumption.

In the control plane, NetScope calculates PathID for each
potential path using the same hashing algorithm. For each
Flow, NetScope enumerates all possible paths between source
and sink switches and performs per-hop hash updates with a
corresponding control option array for each candidate path.
The control option array records the control value per hop
along the path. If the generated PathlD have conflicts with
an existing one, the control option array is updated and the
hash computation is repeated until the conflict is resolved.
Because both the control and data planes use a consistent
hashing scheme, the control plane can decompress fixed size
bits field to path information from the data plane’s report in
later fault localization analysis.

VI. ANOMALY DETECTION

The left part of Fig. 4 shows an example of the detection
process in practice. When a packet reaches the sink switch,
NetScope parses the INT metadata and calculates the Flow’s
detection threshold using its estimated median and deviation
stored in per-Flow sketches (median sketch and variance
sketch) as in §VI-A. These sketches are then updated with the
received packet’s latency. NetScope compares packet latency
against the threshold. If the latency exceeds it, an anomaly
is detected and a notification is sent to the control plane.
Additionally, NetScope detects drop events with packet counts
and epoch ID. The further details are described in §VI-B.

A. Per-Flow Latency Quantile Estimation

Tracking latency quantiles across multiple network Flows
in programmable switches is challenging due to constrained
on-chip memory and limited processing flexibility, making
it feasible to store or sort latency per flow. Recent studies
[29], [37], [38] have proposed quantile estimation meth-
ods. EasyQuantile [29] supports fully in-data-plane quantile
tracking without control-plane interaction, but is limited to
single-flow scenarios. SketchPolymer [37] and HistSketch [38]
extend support to per-flow estimation but require multiple
control plane queries to retrieve results. In contrast, NetScope
introduces a per-flow quantile estimation method that operates
entirely in the data plane without the need of control plane.
This method selectively updates estimated quantile values
based on whether their current rank deviates from the real
rank. Specifically, the real rank of an estimated quantile is
its position within sorted observed latency samples, while the
current rank represents the number of packets with latency
below the current estimate. NetScope determines when to
adjust estimated quantiles by comparing these ranks, rendering

quantile estimation without explicitly storing or sorting the
latency values. This procedure includes 2 stages: Step Calcu-
lation and Quantile Estimation.

1) Step Calculation Stage: The estimated quantile value
adjusts when its current rank deviates from the real rank, with
adjustment magnitude denoted as step (; for Flow i. This step
is updated upon receiving new latency data. Since precisely
calculating exact ranks or determining the rank of specific
values is challenging, §; is approximated using the average of
maximum and minimum latency intervals between adjacent
packets, enabling quantile estimation through interpolation
between two values whose ranks are near the target rank.

Algorithm 1 Quantile Estimation: Step Update

Input: 5-tuple 7; and latency [; ; of packet j in Flow ¢
1for1<k<ddo
D —|li; = B [he(T,)).L]

2

3 | B (T maz — max{D, B" [hy(T;)].max}
s | B h(T)].min — min{D, B" [h (T;)].min}
5 B](Cl)[hk<Tz)]L — liJ‘

¢ end

Algorithm 2 Quantile Estimation: Step Query

Input: 5-tuples T; of Flow ¢

Output: Step 3; for Flow i

1 B« +o0

2 for 1 <k <ddo

3 |t (B [h(T)].min + B [hi(Ty))-maz) /2
4 ﬁi — min{ﬁi, t}
5 end
6 return [3;

In this stage, we use a Count-Min Sketch to approximate
the maximum and minimum intervals. The Count-Min sketch
[39] consists of d arrays, each with n buckets. Each Flow
is hashed into one bucket per array using d hash functions
hi,...,hq. These buckets are updated independently, with
their minimum approximating the Flow’s statistics. In our
design, each bucket has three fields including the maximum
interval (max), the minimum interval (min) and latency (L).
The maximum and minimum interval fields record the max-
imum and minimum latency intervals for a Flow, while the
latency field records the latency of the preceding packet. As
shown in Algorithms 1-2, upon the arrival of a packet j
of Flow i with IP 5-tuple 7T;, d hash functions map 7; to
d buckets Bﬁ”[m (Ti)},...,By)[hd(Ti)}. We calculate D as
the difference between current latency /; ; and the preceding
packet’s stored latency. The maximum (minimum) interval
field updates to the maximum (minimum) of its initial value
and D, while the latency field becomes /; ;. When querying 3;,
the maximum and minimum interval fields of these d buckets
are averaged to ¢, and the step 3; of Flow i is the minimum
of ¢ and the original step ;.

2) Quantile Update Stage: This stage evaluates whether the
current rank of the estimated quantile (), deviates from its
actual rank and updates it accordingly. Algorithm 3 describes
the update procedure which uses a d-array Count-min sketch
with n buckets per array. Each bucket has four fields: packet
count field (n), estimated quantile field (Q4) and two fields



Algorithm 3 Quantile Estimation: Quantile Update

Input: 5-tuples Tj, latency [; ;, and Step 3; of Flow ¢,
quantile ¢
1 for1<k<ddo

B [ (Ti)]n — B [hi(T)]n + 1

2
3| 60— BP[h(T))]n x ¢
s | ifl; < BP[hi(T,)).Q4 then
s it B2 [ho(T))].c+1 > B [hi(T;)].n — 6 then
6 B hi(T)].Qp — B [hi(T3)).Qp — 5;
7 B [ (T)).C — B [hi(T})).C + 1
8 end
9 else
10 | BP i (T)).c — BE [hio(Ty)].c + 1
11 end
12 end
3| if L > BP[h(T))].Q, then
14 if B2 [h.(T))].C +1 > 6 then
15 B hi(T)].Qs — BE [hi(T)].Qs + B;
16 Bl(f) [hk(Tl)]C — Bl(f) [hk(Tl)]C —1
17 end
18 else
B (T).C — BP[h(T)).C + 1
19 p [Pi(T0)].C — B [hi(T3)].C +
20 end
21 end
22 end

Algorithm 4 Quantile Estimation: Quantile Query

Input: 5-tuples T; of Flow ¢

Output: Estimated quantile of Flow ¢
1 Q; — 400

2 for 1 <k <ddo

3| Qi min{Qi, BE [ (T3)].Q0}
4 end

5 return QAZS

(c and C) record the number of packets with latency smaller
or greater than @Q),. The received packet with IP 5-tuple 7} is
mapped to buckets Bf) [hi(T3)], - 7822) [ha(T})). If Qg is the
true ¢-quantile, ¢ and C should be n X ¢ and n x (1 — ¢) after
n packets are received [29], which are set as their upperbound
thresholds. The update of Q4 is determined by whether ¢ and
C exceed their corresponding thresholds. In details, when a
received packet whose latency [; ; is below Q4 (Lines 4-12),
c is compared with the threshold n X ¢. If ¢ exceeds the
threshold, it indicates that Q¢ is larger than the true ¢-quantile.
Consequently, Q4 is updated by subtracting the step 3; and
C is incremented by one. Otherwise, ¢ is incremented by one.
Conversely, when [; ; is greater than ()4, the update procedure
(Lines 13-21) is similar, except the comparison is conducted
with C and its threshold n x (1 — ¢). To query the estimated
quantile @; for Flow i, the minimum of the estimated quantile
fields in these d buckets is returned, as shown in Algorithm 4.

3) Mathematical Analysis: We now present an error bound
for the quantile estimation algorithm, which is determined by
sketch-based rank estimation (§VI-A.2) and step adjustment
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(§VI-A.1). Specifically, the rank of the current estimate is
implicitly tracked using two sketch bucket fields ¢ and C. Due
to space constraint, we only list the conclusion in this section.
Detailed proofs can be seen in Appendix.

Theorem 1: Let (Qy and Q4 be the true and the estimated
¢-quantile of a flow i after observing n; packets. Let the
Count-Min sketch used in rank tracking have estimation error
bounded by en; with failure probability at most J. Assume
the estimated step (3; is a conservative upper bound on the
latency difference between adjacent ranks for flow i. Then the
estimation error satisfies:

€N,

P(|Q¢Q¢|§2ﬂi.[min@,1—¢))—‘)215 (1
Proof: See in Appendix.[]

B. In-Network Anomaly Detection

1) High Latency Detection: During packet traversal, sink
switches detect anomalies by checking if packet latency
exceeds Flow-specific thresholds, alerting the control plane
when high latency occurs. Due to limited arithmetic operations
and constrained memory space provided by switches, imple-
menting a complex algorithm to choose adaptive thresholds
is challenging in switches. Thus, NetScope employs statistical
anomaly detection using the p + 30 rule [40]. Since median
values remain more stable than averages [41] when dealing
with latency outliers, the threshold 6 for detecting outliers is
calculated as & = m + 30, where m is the median and o is
the standard deviation.

a) Calculation of Median: Given n as the number of
received packets of Flow i and [; = [l;1,---,l;, as their
latency, the proposed quantile estimation method is used to
compute the median m; for [;, with the quantile ¢ set to 0.5.
The median of each Flow is estimated with the Median Sketch.

b) Calculation of Variance: The variance of latency data
of Flow i is computed following the for;nula: o?(l;) =

n 2 n

() - B = Ehalie - (Tl ) However, due
to the lack of support for division operations in switches,
o?(l;) is converted to oZ(n-1;) = E((n-1;)?) — E(n-1;)* =
neyop =y liyk)z. NetScope adopts a d-array Count-
min sketch (Variance Sketch) to calculate the variance of each
Flow’s latency. Each array has n buckets. Each bucket uses
two fields to respectively save the sum () and the perfect
square sum (X?) of each Flow’s latency data. d hash functions
are applied to map the Flow i whose IP 5-tuple is T; to
buckets B [hy (T})],. .., B [ha(T;)] and the buckets fields
are updated accordingly.

c) Calculation of Standard Deviation: Given the vari-
ance oZ(n - l;) for Flow i, the standard deviation is o;(n -
l;) = \/o2(n-1;). However, since the sqrt operation is not
supported in P4, NetScope adopts a similar approximation
algorithm as described in [42]. Specifically, to get the square
root of s, the integer representation bit string b of s is first used
to compute the floating point representation f by setting the
exponent of f as the index of the most significant bit (MSB)
of b and setting the mantissa of f as the bits after the MSB
of b. Then f is shifted to the right by one and the result f; is
converted back to its integer representation b;. The MSB of
by is set as the exponent of f; and the least significant bits
are set as the mantissa of f;. The integer representation b; is
the square root of s.




CHEN et al.: NetScope: FAULT LOCALIZATION IN PROGRAMMABLE NETWORKING SYSTEMS 7

d) Detection Workflow: For the latency data of Flow i,
NetScope instead tracks the standard deviation o;(n-l;), which
characterizes the distribution n - 1; = {n-l;1,...,n - lin}
Similarly, the quantile of n - I; is computed as n - m; and
the threshold is obtained as @(n) = n-m; + 1t - o;(n - 1),
where 7 is the hyper parameter set as 3 in this study, following
the widely used i + 30 rule in statistical anomaly detection.
The choice of 3 corresponds to a 99.7% confidence interval
in a near-normal distribution, enabling NetScope to detect
statistically significant latency spikes. Upon detection, the
latency of packet n 4+ 1 of Flow i is magnified by n + 1
times and compared with the threshold 6/(n). Subsequently,
the quantile and the standard deviation is updated which are
then used to recompute threshold 68;(n + 1).

2) Drop Event Detection: If packet loss occurs in a epoch,
packet counts at the source switch (cg) and sink switch (cg)
differ, with the difference cs — ¢4 indicating dropped packets.
When it exceeds a threshold, the switch sends a notification
to the control plane. For persistent packet drops spanning
multiple epochs, the source switch compares telemetry packet
epoch IDs, where non-adjacent epoch IDs indicate a drop
event. The gap between epoch IDs reveals the drop event
duration, shown in the “epoch gap” field in RT.

VII. ROOT CAUSE ANALYSIS

The right part of Fig. 4 shows an example of the root
cause analysis process in practice. Upon receiving a data plane
notification, the control plane initiates diagnosis by retrieving
recent telemetry data (diagnosis data) from sink switches’
memory (Ring Table). To prevent notification floods, each
switch only sends one notification per epoch, and the control
plane only processes one notification per switch per epoch.
NetScope identifies root causes using this telemetry data.
NetScope also retains per-Flow thresholds from the data plane.
As depicted in Fig. 4, the root causes analysis comprises four
parts: (1) NetScope estimates actual traffic from sample data
(§VII-.1) and classifies it into abnormal and normal sets using
the obtained thresholds. (2) NetScope applies FSM on the
abnormal set to mine frequent sequence patterns, identifying
them as suspect anomaly locations, termed culprits (§VII-.2).
(3) Then, NetScope integrates risk ratios into SBFL to score
each culprit using both sets. Patterns frequently appearing
in the abnormal set but rarely in the normal set receive
higher scores (§VII-.3). (4) With diagnosis data, NetScope
assigns causes to each culprit through signature matching
and calculates cause scores based on culprit scores. Finally,
NetScope merges duplicate causes and outputs a prioritized
list of culprits and their causes (§VII-.4).

1) Actual Traffic Estimation:

As NetScope adopts a sampling strategy to collect telemetry
data where only one telemetry packet is transmitted per
epoch, actual traffic must be estimated for accurate root
cause analysis. Due to varying packet counts across paths
per epoch, NetScope reconstructs the actual traffic from sam-
ple telemetry packets recording packet counts (p.count) per
path (PathID) in each sample epoch. As shown in Alg. 5,
NetScope iterates through each PathlD and its correspond-
ing sample packets Spgp. For each sample p with count
p.count, NetScope replicates it p.count times to form an
estimated packet set. NetScope then adopts an interpolation
strategy [43] to assign inferred arrival timestamps to each

Algorithm 5 Actual Traffic Estimation

Input: Sample packets S, Time gap between sample pkts

T

Output: Estimated packets E
1 for PathlD in S do
2 for p € Spathip do > per pkt from samples of PathlD
3 for ¢ € range(p.count) do
4
5

p «— copyp D copy sample as an estimation
p.t—pt+ p_gqfnt > estimate pkt’s
timestamp
E — EU {p}

end

end

LB )

end

estimated packet. Specifically, for a sample packet occurring
at time p.t with inter-sample time gap 7, the timestamp of the
i-th replicated packet is calculated as p.t = p.t + p"ciuTn <.
This estimation enables NetScope to reconstruct the estimated
packet set per path per sample epoch and each packet contains
its arrival timestamp and observed latency. These packets are
then classified into abnormal and normal sets based on whether
their latency exceed the per-Flow threshold retrieved from the

switch’s data plane (§ VI).

2) Frequent Sequence Mining (FSM):

To localize culprits, NetScope analyzes paths of abnor-
mal packets and identifies sub-sequences of switches that
are potentially responsible for anomalies. Each packet’s path
represents its traversed switch sequence. Although a length-L
path theoretically contains up to %L(L + 1) contiguous sub-
sequences, only those of length one or two are considered
meaningful—representing individual switches and adjacent
links, respectively. This design is based on the observation
that switches or links that appear frequently in abnormal paths
but rarely in normal ones are more likely to be the cause of
failures. For instance, from a packet path (s1, $2, $3, S4), sub-
sequences like (so) and (ss, s4) represent a switch or a link.
Under this constraint, NetScope restricts its analysis to at most
2L —1 meaningful patterns per path. This significantly reduces
the pattern space while retaining the most relevant features for
root cause analysis. Nevertheless, even with this restriction,
naively enumeration of these sub-sequences across many paths
still remain computationally expensive in large-scale networks.
To efficiently identify the most frequent sub-sequence in the
abnormal set, Frequent Sequence Mining (FSM) is a prominent
solution. Using depth-first search or pattern-growth techin-
ques, FSM prunes infrequent sequences early to accelerate
the algorithm and return frequent sequence patterns. Our
evaluation (§VIII-E.4) shows that PrefixSpan [23] performs
the best, requiring minimum running time and relative less
memory. FSM algorithms process a list of sequences and
output frequent sequence patterns with support. The support of
sequence s, is defined as the number of sequences that contain
sq. In NetScope, the frequent sequence pattern is switch or link
(two switches).

Specifically, if the control plane receives data with
4 pathy = (s3, s, s4) and 2 pathy = (sg, s2, s7), with FSM
configured to set the max pattern length as 2 and the min rela-
tive support as 50%, i.e., min support = (4+2)/2 = 3 in this
case, the frequent sequence patterns are ((s2), (S2,54), (S3),



(s3,52), (s4)). The pattern (s2) has the highest support(6),
while others have support of 4. Patterns like (sg) are pruned
because their support is lower than the minimum support.

3) Spectrum-Based Fault Localization (SBFL):

After indentifying frequent sequences as culprits, NetScope
ranks them to filter out 7op-N culprits. As a program fault
localization approach, SBFL uses various program spectra
from software tests and corresponding test results to calculate
each test case’s suspicious score [24]. SBFL is extended to
the network domain, ranking each culprit sequences pattern
by comparing the proportion of normal/abnormal datasets
with/without the pattern. Relative risk, a statistical analysis
technique in medical studies [44], is integrated into SBFL by
NetScope to calculate the suspicious score of each pattern as

pr/(pr +Np8)
an/(Nn.f + an)’

where N, is the number of packets in abnormal set (failing
test) whose path contains the specific pattern, N, is the
number of packets in normal set (successful test) whose path
contains the specific pattern, N,y and N, is the number of
packets whose path does not contain the specific pattern in
failing test and successful test. To prevent division by zero,
Ny s is incremented by 1 when the processing dataset is too
small and all abnormal data share a same pattern. In this
case, the equation variation can be written as (Npz/(Nps +
Nps))/((Nng + 1)/ (Nns + Nys)). The numerator of (2) is
the abnormal proportion of this pattern, and the denominator
represents the abnormal proportion of other patterns. A higher
score value indicates a higher possibility that the pattern is the
source of failure, as compared to other patterns.

Score(pattern) = )

Algorithm 6 Culprit Localization
Input: Frequent pattern F', Diagnosis data D
Output: Culprits Set C

1 for pattern € F do

2 for Flow that traverse pattern do

3 culprit.cause < Signature D

4 culprit.score «—

# pkts of Flow
s go through pattern

pattern.score - g okt
C «— C U culprit
end

end
C «—mergeC

4) Culprit Localization:

The root cause of node/link abnormalities varies. To give
comprehensive help to network operators, NetScope uses
signature matching to assign causes to culprit patterns with
telemetry data. By querying paths containing frequent patterns
in the diagnosis data, NetScope determines causes based on
edge switch packet counts and sizes (to calculate throughput),
total queue depth along the path, and the topology information.
Each culprit will be assigned a score calculated by multiplying
the pattern score by the corresponding path proportion, as
shown in Alg. 6.

We give 5 signatures for common root causes at Flow level,
switch level, and port level. The signatures can be extended
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Fig. 5. Fat-tree topology.

to include additional root causes. We focus on these causes
as they frequently occur in real-world network operations and
significantly impact network performance and stability.

(1) Micro-burst is a Flow-level cause. It is a short-lived
spike of flow that exceeds average traffic, leading to queue
buildup and resulting in a high latency or packet loss [32]. Its
signature is whether a Flow’s pps (packets per seconds) raises
sharply in the problematic period.

(2) ECMP Load Imbalance is a switch-level cause. While
multiple equal paths typically exist between edge switches
(e.g., four paths from s;; to sj5 in Fig. 5), imperfect hash
algorithm and uneven Flow distribution under time and space
can create load imbalances [45]. For example, if sg fails
to balance the traffic between two paths, more Flows are
set towards to s;. Though high delay happens at s; with
queue building up, the root cause is at another switch sg. The
signature of the root cause is whether the throughput of each
path in an ECMP group is evenly distributed when a switch’s
queue experiences sudden congestion.

(3) Process Rate Decrease is a port/switch-level cause.
Due to limitation of resource (switch CPU, memory, etc.) or
imperfect schedule scheme, the processing rate of the switch
may decrease. As switch cannot process packet in time, a low
process rate will bring about queuing buildup, therefore the
latency raises up. Its signature is that pps remains relatively
stable when a queue buildup occurs.

(4) Delay is a port/switch-level cause. Besides process
rate decrease, switch errors like interrupts, insufficient power
supply and configuration errors can result in delays outside
the queue. The identifying characteristic of this root cause is
that there is not obvious change in both pps and queue depth,
yet the culprit pattern still has a high suspicious score.

(5) Drop is a port/switch-level cause. While transient drops
may occur due high latency faults, unanticipated packet loss
can also result from link failure like poor cable connec-
tion, unwell-behaved network updates, and missing forwarding
table entries [1]. NetScope detects drops by verifying the
sequence ID of the sample epoch. Unlike latency-related root
causes, NetScope applies different analytical logic for drop
event diagnosis. The time range of the drop event is identified
through the “epoch gap” field in diagnosis data (as in §VI-B.2).
NetScope calculates the number of dropped packets with the
packet counter in the source and sink switches to identify the
affected Flows and estimate the number of dropped packets.
These Flows are then categorized into the abnormal set, while
unrelated Flows form normal set. NetScope then runs another
instance of SBFL with these sets, identifying the link or switch
with the highest suspicion score as the most probable drop
event culprit.

While different frequent patterns may attribute to the same
culprit, NetScope merges the same cause at last. The actual
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abnormal localization dominates the causes’ score eventually,
i.e., the cause score should be lower than the SBFL score of
the culprit pattern. Therefore, the merged score of a Flow-
level cause is the maximum score of repeat items, while other
kinds of causes’ merged score is calculated by summation.
In addition, NetScope merges port-level causes of the same
type into a single switch-level cause when they are assigned
to multiple ports within the same switch.

VIII. EVALUATION
A. Research Questions

We conduct experiments to answer the research questions.

Quantile Estimation Methods Evaluations:

e RQI1. Estimation Accuracy. Can the quantile estimation
method of NetScope outperform other baseline method
in providing a more accurate estimation?

e RQ2. Effect of Memory on Estimation Accuracy.
Can the quantile estimation of NetScope achieve better
accuracy under a fixed target memory usage?

o RQ3. Estimation Efficiency I. What is the efficiency of
update operations of different methods?

¢ RQ4. Estimation Efficiency II. What is the efficiency
of query operations of different methods?

Anomaly Detection & Root Cause Analysis Evaluations:

e RQS5. Anomaly Detection Effectiveness. Can NetScope
outperforms other baselines in detecting anomalies?

e RQ6. Root Cause Analysis Effectiveness. Can
NetScope outperform other baselines in analysing root
causes?

Overhead Evaluations:

e RQ7. Network Bandwidth Overhead. What is the
diagnosis overhead of NetScope on Network Bandwidth?

¢ RQ8. Switch Resource Overhead. What is the overhead
of NetScope on switch resources?

e RQ9. Latency Overhead. What is the overhead of the
NetScope INT collection on packet transmission latency?

e RQ10. FSM Algorithms Efficiency. What is the effi-
ciency of different FSM algorithms?

B. Experiment Setup

The evaluation is performed in 2 complementary environ-
ments. The performance and accuracy of quantile estimation,
anomaly detection, and root cause analysis are assessed in a
simulation environment supporting flexible testing of large-
scale typologies like fat-trees. The simulation uses Mininet
with BMv2 [46] software P4 switches on a physical machine
with 56-core CPU, 32 GB memory. While BMv2 does not
reflect hardware-level latency or throughput, it faithfully exe-
cutes P4 logic and supports accurate algorithmic validation. In
contrast, the overhead of NetScope is evaluated in a physical
environment using a Barefoot Tofino switch [47] running
ONL (Open Network Linux) [48] as the switch OS, equipped
with the Tofino ASIC for hardware packet processing and an
8-core CPU for the control plane program. The Tofino switch
emulates multiple logical switches connected port-to-port at
10 Gbps and connects to Linux hosts via fiber links. The P4
code in the data plane consists of 1493 LOC (lines of code).
The control plane is implemented in Python with 855 LOC,
while root cause analysis uses the SPMF data-mining library
[49], with 793 LOC written in Python. Evaluation code is
available at https://github.com/chenhy97/NetScope.
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Fig. 6. ALE on two datasets.

C. Quantile Estimation Comparisons

1) Evaluation Baseline and Metrics: NetScope is compared
to SketchPolymer [37] and HistSketch [38]. SketchPolymer
uses one sketch to measure per-item tail quantile in switches
and HistSktech proposes a histogram-in-sketch design to sup-
port per-flow distribution monitoring. However, both rely on
control plane to perform query and calculation to estimate.
Moreover, the open-source implementation of HistSketch is
executed on the CPU and does not provide a switch version.
Therefore, in our evaluation, we compare SketchPolymer and
HistSketch in terms of estimation accuracy and memory-
accuracy trade-off, while SketchPolymer is used for efficiency
comparisons, as HistSketch does not support in-switch updat-
ing. The comparisons are conducted through experiments
repeated for 10 times, with average results calculated.

e Average Logarithm Error (ALE) measures the estima-
tion accuracy. Suppose Li,..., L, are the true latency
quantile of all network flows, and Lq,...,L, are
the estimated latency quantiles, ALE is defined as
% i |log2%

e Average Latency measures the efficiency of update oper-
ations. It measures the average time it takes for packets
to travel from source to destination, reflecting the impact
of update operations on transmission.

e Average Query Time measures the average time taken
to query the estimated quantile for each flow.

2) Datasets: We use 2 real-world datasets: the Seattle
Dataset [50] and the Web Latency Dataset [51]. The former
includes round trip times (RTTs) between several nodes in
the Seattle network. We regard RTTs between two nodes
as latency between them. The latter collects the fetch time
of requests using Webget [51]. We regard the fetch time of
requests to the same destination as the latency of a flow.

3) RQI: Estimation Accuracy: We evaluate the accuracy
of different methods under various quantiles ¢ ranging from
0.1 to 0.9 using the same memory budget. Fig. 6 shows their
accuracy on two datasets. NetScope consistently achieves the
highest accuracy across quantiles. Compared to SketchPoly-
mer, it reduces the ALE by an average of 44%. When ¢ is less
than 0.3, SketchPolymer provides a more inaccurate estima-
tion. Specifically, its ALE is about 20x higher than NetScope
on the Web dataset and about 4 x higher than NetScope on the
Seattle dataset. The suboptimal performance of SketchPolymer
under smaller quantile is attributed to its stage that records
the frequency of each value. In this stage, SketchPolymer
uses a Count-Min sketch to record frequency and employs
hash functions to map the combination of the network 5-tuple
identifier and the corresponding latency into a specific bucket.
Due to the variance of the latency, the probability of hash
collisions increases as the expected quantile decreases, leading
to the suboptimal performance. HistSketch achieves moderate
accuracy across most quantiles, outperforming SketchPolymer
under small quantile. However, it still shows 62.5% higher
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ALE than NetScope on average. Moreover, since HistSketch
is implemented on CPU and requires control-plane cooperation
to compute quantiles, it does not support online in-switch
quantile querying like NetScope.

4) RQ?2: Effect of Memory on Estimation Accuracy: Fig. 7
shows the 0.9-quantile estimation accuracy across various
memory allocations. Since programmable switches provide
only about 1 MB per stage [52], the allocated memory ranges
from 8KB to 128KB. NetScope is more accurate than Sketch-
Polymer with the same memory limit. NetScope achieves
optimal performance (0.3 ALE on average) using merely
16KB, while SketchPolymer requires 32 KB to achieve its best
(0.4 ALE on average). This is because NetScope only maps
the 5-tuple identifier to Count-min sketch buckets, while some
stages of SketchPolymer map the combination of the 5-tuple
identifier and the corresponding latency value to the bucket.
The variance in latency values increases the probability of
hash collisions, necessitating more memory for SketchPolymer
to reduce these collisions. HistSketch achieves lower ALE at
large memory sizes (e.g., 64KB and 128KB), but remains less
accurate with less memory.

5) RQ3: Estimation Efficiency I: Fig. 8 presents the average
packet transmission time when update operations of NetScope
and SketchPolymer are performed either on all switches along
paths of various lengths (number of hops) (Fig. 8(a)) or
exclusively on the final switch of 5-hop paths (Fig. 8(b)).
These results are obtained from the simulation environment
where packet processing is executed by BMv2, a software
switch running on CPU. The measured delays include host
stack scheduling and software forwarding latency, reflecting
end-to-end latency in emulation. This differs from Tofino
switch, where per-hop packet processing occurs at line rate.
Although the absolute latency values are higher than those in
hardware, the relative trends between methods remain valid.
The update operations of NetScope take more time than
those of SketchPolymer, with costs escalating as hop count
rises due to the more complex update logic of NetScope.
However, as Fig. 8(b) shows, if only the last switch performs
updates, average latencies of both methods become compa-
rable, exceeding the baseline (no switch performs estimation)
by merely 0.84%~1.36%. Therefore, since NetScope conducts
the anomaly detection at the edge switch, its update operations
have the minimal impact on transmission.

6) RQ4: Estimation Efficiency II: Fig.9 presents the aver-
age execution time to get per-flow quantiles. NetScope
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significantly outperforms SketchPolymer in query effi-

ciency, reducing average query time by 87.4%. Specifically,
NetScope’s reduces 89.5% query time on the Webget dataset
and 85.2% on the Seattle dataset. Although SketchPolymer’s
per-flow query time remains under 15ms, this latency is a
practical bottleneck. In modern data center networks, a single
switch may handle thousands of active flows [32]. Querying
quantiles across all flows introduces substantial delay and
impacts time-sensitive tasks like anomaly detection. Addition-
ally, Fig.9 details the breakdown of SketchPolymer’s query
time. When the memory budget is below 32KB, the con-
trol plane’s computation dominates the query latency. When
the memory budget exceeds 32KB, the register data read
time increases significantly due to the larger volume of data
retrieved from the data plane.

In conclusion, NetScope outperforms SketchPolymer in
quantile estimation with an average relative decrease of 44%
in ALE and an average reduction in query time of 87.4%.
Additionally, the slight increase of only 0.84% in transmission
time due to update operations does not impede the adoption
of quantile estimation in anomaly detection.

D. Anomaly Detection & Root Cause Analysis Evaluation

1) Dataset: To evaluate NetScope’s anomaly detection and
fault localization, we replay the network traffic based on the
UW datacenter trace dataset [32]. The packet size and inter-
packet gap of the background flows conform to this trace
dataset, and the ECMP strategy relies on path weight.

2) Fault Injection: The transmission speed of background
flow is about 200 packets per second. Micro-bursts are gen-
erated by injecting one transient flow in a great amount, over
1000 pps within a second. The burst flow occupies the queue
in switches quickly, leading to a transient high latency event
(Fig. 10(a)). ECMP Load Imbalance is generated by setting
a randomly picked switch’s ECMP strategy from 1:1 to an
imbalance ratio (random from 1:4 to 1:10). As a result, the
throughput of two paths in an ECMP group varies (Fig. 10). As
the number of packets forwarded to one ECMP path increases,
the latency of that path increases, while the latency of the other
path decreases. Process Rate Decrease scenarios randomly
select a port of a randomly picked switch and decrease its
packet process rate lower than 100 pps. Delay and Drop event
are generated with Chaosblade [53] by injecting the anomaly
to the switch’s interface(s).
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TABLE I

RECALL AND EXAM SCORE OF NETSCOPE (NS), SPIDERMON (SM), INTSIGHT (IS) AND SYNDB (SN). HERE ONLY SN
IS AIDED BY EXPERT KNOWLEDGE TO DIAGNOSE

RQ1 (%) RQ2 (%) RQ3 (%) RQ5 (%) Exam Score
Anomaly Cause

NS SM IS NS SM IS NS SM IS NS SM IS NS SM IS
Micro-burst 75 50 10 85 62 39 92 73 60 9% 75 81 03 03 24
ECMP Load Imbalance | 88 70 29 100 96 50 100 96 54 100 100 96 0.1 04 25
Process Rate Decrease | 94 100 71 100 100 100 100 100 100 100 100 100 01 0 03
Delay 73 - - 83 - - 87 - - 93 - - 04 10 10
Drop Event 67 - - 94 - - 100 - - 100 - - 04 10 10
Overall 83 44 21 95 52 32 97 54 40 99 55 55 03 4.1 5.0

3) Evaluation Baselines and Metrics for Anomaly Detec-
tion: To demonstrate the effectiveness of the NetScope
detection model, we compare it with a model based on 4
static thresholds (i.e., 100ms, 500ms, 1000ms, 5000ms) and
2 detection models, including our previous version (MARS
[34]) and SketchPolymer based method (SKP). Although
HistSketch supports per-flow quantile estimation, its current
implementation performs updates and queries on the CPU,
and does not support in-switch quantile computation. Thus, it
is not suitable for evaluating in-network anomaly detection.
Although MARS and SKP calculate adaptive thresholds at
runtime by estimating latency median and standard deviation,
they require assistance from the control plane. Specifically,
the control plane of MARS retrieves latency data of sample
packets to calculate the latency median and standard deviation,
while the control plane of SKP pulls sketch data that store
medians for different Flows and calculates the median for
each Flow using varying hash operations. SKP uses a similar
method as NetScope to estimate standard deviation.

For the evaluation, we use a commonly-used metrics
F1-score [21], [54], [55] and show Fl1-score of each model
in detecting different types of faults. Fl-score is the har-
monic mean of Precision and Recall and the higher F1-score
means the better detection performance. Since the classical
point-based Precision and Recall is inadequate to represent
domain-specific performance for detection on time series data
(e.g., latency in this study), a range-based strategy [56] is
adopted to augment our evaluation. The strategy is more strict
due to its consideration for more aspects of the predictions,
including the existence, size, position and cardinality. More
details can be found in the original work [56].

4) Evaluation Baselines and Metrics for Root Cause Analy-
sis: To demonstrate the effectiveness of NetScope in localizing
faults in multiple scenarios, we compare it with three up-to-
date models, including SpiderMon [21], IntSight [18], and
SyNDB [20], which are used to produce an ordered list of
culprits. The result of SpiderMon is ordered by the degree in
its Wait-For Graph (WFG). The result of IntSight and SyNDB
is ordered according to the data from the conditional flow
report and p-record, respectively. The result of SpiderMon
is based on the level in its Wait-For Graph (WFG), while
the ranking of IntSight and SyNDB is based on the query
data from the flow report and p-record, respectively. The
effectiveness of SyNDB may be overstated (represented by
gray color in Table I) as it is query-based and requires expert
knowledge to determine which telemetry data it should query.

To evaluate the effectiveness of NetScope, we introduce two
metrics that are widely used in root cause localization. Recall
of Top-k (R@Fk) reveals the probability that the root cause can
be located within the top k culprits provided by the algorithm

[57], [58]. A survey [59] conducted that over 73% developers
only consider Top-5 ranked elements. Thus, this paper splits
the results into R@k(k = 1,2,3,5). Exam Score is a metric
to measure the percentage of the false positives that need to
be excluded manually by admin before locating the real root
cause [60], [61], [62]. If the root cause is out of Top-5, we
set a default 10 false positive cause before it. Note that the
higher R@F is better, while the lower Exam Score is better.

5) RQS5: Anomaly Detection Effectiveness: Fig. 12 presents
the overall F1-Score of various anomaly detection models.
The NetScope anomaly detection model achieves state-of-the-
art overall results. Specifically, in terms of overall Fl-score,
compared with baselines based on static thresholds, models
using adaptive thresholds attains a relative improvement of
47%~116% on average. Furthermore, compared with other
adaptive baselines, our NetScope anomaly detection model
demonstrates a relative improvement of 32%~42%.

The inferior performance of static threshold-based models
is partly due to their instability in detecting various faults.
Fig. 11 presents the experimental results in the form of violin
charts to illustrate the performance of different detection
models against various faults. Specifically, the higher
Fl-score median for appropriate static thresholds in
Fig.11(a)-(c) indicates that these thresholds perform well in
detecting faults (e.g., Delay, Micro-burst, Process Rate
Decrease) that cause higher latency. However, their
performance is unstable even for the same type of faults due to
dynamic traffic workloads in the UW trace dataset. Meanwhile,
in contrast to MARS and SKP, which rely on the control plane
to obtain latency data for threshold calculation and to install
thresholds in the data plane, NetScope detects faults solely dur-
ing packet processing, without the assistance of control plane.
This in-network detection makes NetScope more sensitive and
rapid in fault detection. Therefore, NetScope attains better
performance than other adaptive threshold-based models.

Additionally, the impact of hyper-parameter ¢ on the detec-
tion accuracy is also analyzed. Fig. 14 shows the Fl-score
as t varies from 1 to 6. As it shows, the detection perfor-
mance improves significantly when increasing ¢ from 1 to
3, as smaller values produce higher false positive rates. The
F1-score stabilizes around ¢ = 3 with a slight increase at ¢t = 6,
indicating low sensitivity to minor variations. This confirms
that ¢ = 3 provides an optimal balance between precision and
recall. The F1-score stability also demonstrates that NetScope
is resilient to moderate threshold parameter variations.

6) RQ6: Root Cause Analysis Effectiveness: Table 1
presents the effectiveness of different analysis models. Overall
from the comparison, NetScope achieves the best localization
performance, with a relative improvement of 6%~197% on
R@2 and a relative decrement of 40%~94% on Exam Score.
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The inferior performance of SpiderMon and IntSight is
partially due to their inability to localize delay and drop events
while the inferior performance of SyNDB is in part caused
by its untimely anomaly detection. Specifcally, SpiderMon
focuses on the micro-burst flow that occupies most line-rate.
In this case, most flows wait for the culprit flow, thus the
degree of the culprit vertex is high, with a large indegree and
a small outdegree. However, when a flow bursts in a great
amount, most wait-for relation is between burst flow itself, i.e.,
the indegree and outdegree are similar and SpdierMon would
fail to localize the root cause. As SpiderMon only carries a
cumulative latency of queuing delta time, which is based on
whether to send the “spider” notice packet, it cannot sense
the anomaly outside the queue. Therefore, SpiderMon cannot
detect the exceptions of delay and drop, thus failing to start a
root cause analysis. Though IntSight can sense the drop event
at flow-level by comparing the source count and destination,
it fails to locate the drop event at a switch/port-level. Similar
to SpiderMon, IntSight updates contention points according to
queuing delta time. As a result, IntSight falls short to locate
the deeper root cause. As IntSight is not good at aggregate

reports into a ranked metric, its recall is relatively low until
Top-5. Since SyNDB cannot decide which data should be
queried and diagnose without expert knowledge, it has to
iterate the diagnosis process for all kinds of failure causes
to find the root cause. Therefore, we have to assume SyNDB
knows the root cause at first to conduct the corresponding
diagnosis process, rendering SyNDB with expert knowledge to
outperform other approaches in many circumstances. Besides,
SyNDB does not have a trigger rule for drop events except for
updating a forwarding rule. For packet loss caused by other
reasons, SYNDB cannot sense it timely. Moreover, to check
whether a drop event happened in history, traversing the entire
database is needed, which is time-consuming.

In conclusion, the results demonstrate the effectiveness of
NetScope in anomaly detection and improves Fl-score by
36%~127%. Additionally, NetScope efficiently localizes root
causes without expert experience, with 6%~197% improve-
ments on R@2 and a 40%~94% reduction on Exam Score.
While SyNDB also demonstrates strong performance across all
scenarios due to its high coverage of network data, it incurs
significant overhead, as discussed in Section VIII-E.1.

E. Overhead

1) RQ7: Network Bandwidth: Fig. 12—13 present the com-
parison of NetScope on the network bandwidth with different
detection baselines and different localization baselines. The
network bandwidth is utilized for communication between the
control plane and the data plane.

Fig. 12 demonstrates the network bandwidth during
anomaly detection. Orange bars (“Latencies”) indicate the
bandwidth usage when all telemetry data is sent to the
control plane, while green bars (“Thresholds”) represent
the bandwidth usage for threshold transmission to the switch.
Specifically, the control plane of MARS and SKP pull the raw
latency data or the latency median data from the data plane of
the switch to calculate adaptive thresholds at runtime, which
are then transmitted to the switch. However, by computing
adaptive thresholds within the switch without the need of the
control plane, NetScope does not cause overhead on network
bandwidth in anomaly detection.

Fig. 13 demonstrates the network bandwidth during fault
localization. Orange bars (“Telemetry”) refer to the additional
bandwidth required for packet information, such as INT head-
ers. Green bars (“Diagnosis”) refer to the data sent from the
data plane to the control plane, including telemetry data for
root cause analysis. NetScope achieves the lowest total net-
work bandwidth consumption, reducing it by 35.7%~81.2%
compared to other baselines. Specifically, SYNDB does not
consume telemetry bandwidth as it does not require INT
headers. However, it requires all switches to send recorded
data to control plane, causing a significant amount of diagnosis
bandwidth. IntSight requires a large INT header (33B) to
perform anomaly detection and root cause analysis in switches,
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consuming a significant amount of telemetry bandwidth. It
sends data to the control plane conditionally, resulting in
less diagnosis bandwidth compared to SyNDB. SpiderMon
has much lower telemetry bandwidth compared to IntSight
as its INT header only contains latency information. Unlike
SyNDB and SpiderMon which collect data from all switches,
NetScope only requires edge switches to send diagnosis data.
In addition, NetScope collects less data per edge switch
compared with IntSight. For example, the bit map of IntSight
that indicates a specific switch in packet’s transmission path
is usually set at 48 bits per map. Thus, NetScope consumes
less diagnosis bandwidth. However, NetScope requires more
telemetry information in the INT header, leading to a slightly
greater telemetry bandwidth than SpiderMon, but still much
smaller than IntSight.

Overall, NetScope achieves the least total bandwidth and
diagnosis bandwidth comsumption by a average reduction of
64.2% and 82.7%, respectively. Though the total bandwidth
overhead of SpiderMon and NetScope is similar, NetScope
collects information in a more comprehensive manner, pro-
viding a more dimensional and thorough analysis.

2) RQS: Switch Resource Usage: Fig. 16 shows the usage
of switch resource.! As most of the telemetry data temporarily
accumulated on edge switches is stored in the Ring Table,
which records recent per-packet telemetry metedata to support
root cause analysis. Fig. 16 also illustrates how NetScope
scales with the Ring Table size. Ring Table size indicates the
number of history packet can be collected to the control plane
on each switch once a time. The history data is saved in the
SRAM (Static RAM) register of switch. NetScope fits in the
Tofino pipeline comfortably for now, and can scale to record
more data as switch memory size increases over time [63].

To evaluate the efficiency of the telemetry path data com-
pression, we calculate the switch memory usage for PathlD
in IntSight and in NetScope. Specifically, the memory usage
of IntSight is Mg = Zpepaths #hop, x size(MATJ), and

The PHV (Packet Header Vector) carries packet data throughout the Tofino
pipeline. Hash Bits are used in hash generators, e.g., ECMP, and to calculate
PathID. TCAM (Ternary Content Addressable Memory) is used for matching
in MATs, such as the longest-prefix match. Action Data are the stage data for
PHV ALUs (Arithmetic Logic Units).
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NetScope requires Muvs = > cpaths 2oh, chops(p) Phash X
size(MATys), where prask € (0,1) is the probability of hash
conflict. Fig. 15 depicts the memory usage of both methods
and the hash collisions count in NetScope under varing fat-
tree sizes K. The results confirm that NetScope achieves lower
memory consumption than IntSight across various network
scales. For example, in a K = § fat-tree topology with 7392
paths between edge switches, IntSight allocates 36448 MAT
entries (one per hop), consuming 249KB of memory (7 bytes
per entry). In contrast, NetScope requires only 14336 entries
(10 bytes per entry) and consumes 140KB to distinguish all
paths, with CRC16/CRC32 as the hash algorithm, achieving
a 43.8% memory reduction. Although hash collisions count
increases with network size (e.g., 14K collisions at K = 8), it
remains acceptable relative to the total hops size (over 36K).
This evaluation confirms that NetScope’s path-aware encoding
outperforms IntSight in memory usage in large-scale networks.

3) RQ9: Latency Overhead: Fig. 17 presents the average
hop latency on paths of various lengths (number of hops)
with NetScope. As packet size increases, the latency per
hop also increases, but remains below 2000 nanoseconds.
The hop latency of the largest packet (MTU size, i.e., 1500
bytes) is higher than that of the smallest packet (without
payload) by 121.7% on average. Therefore, the NetScope INT
data collection impacts packet transmission latency, and this
impact becomes more significant as the inserted telemetry data
increases with the number of hops.

4) RQI0: FSM Algorithms Efficiency: Fig. 18 shows the
comparison of different FSM algorithms in our fault scenar-
ios, including PrefixSpan [23], Lapin [64], GSP [65], Spade
[66], Spam [67], SM-Spade and SM-Spam [68]. Besides the
min support, Some algorithms can limit the maximum pattern
length. Since NetScope only considers patterns whose length
is less than two, the algorithms with maximum pattern length
equals two perform relatively better. Most algorithms finish in
200 ms and consume less than 30 MB of memory. PrefixSpan
performs the best among all algorithms.

In conclusion, NetScope consumes no network bandwidth
in anomaly detection and reduces total bandwidth by 64.2%
compared with other baselines. Moreover, NetScope uses
affordable switch resources and the diagnosis method in
NetScope’s control plane only uses 30MB memory.



IX. RELATED WORK

a) Quantile Sketch:

Quantile sketches have gained attention since they rapidly
estimate data distributions in streaming datasets. Previous
methods either treat the entire stream as a single flow without
differentiating between flow keys [26], [27], [28], [29], or can
only run as CPU programs and cannot be implemented in
switches [69], [70]. For instance, DDSketch [26] partitions
the value range into segments and tracks segments counts,
but runs on the CPU and only supports single-flow analysis.
QPipe [28] and EZQ [29], the first estimation methods fully
implementable in switches, only supports single-flow estima-
tion. Extending them to multi-flow estimation by duplicating
data structures per flow incurs prohibitive memory overhead.
SQUAD [69] tracks multi-flow quantiles using a compound
data structure but requires unsupported operations (e.g., ran-
dom number generation) in switches. M4 [70] proposes a
framework that adapts single-flow sketches (like DDSketch)
for per-flow estimation, but it is designed for CPU platforms
and relies on complex data structures unsuitable for switches.
Recent studies propose single data structures to estimate multi-
flow quantiles. HistSketch [38] proposes a histogram-in-sketch
design for tracking per-flow distributions. SketchPolymer
[37] estimates quantiles by recording values with multiple
Count-Min sketches and hash operations. SQUID [71] adopts
sample-sketching method to estimate quantile. Although they
are implementable in switches, they still require the control
plane to either iterate complex queries to obtain results or
estimate quantile from the sampled data. QuantileFilter [72]
supports fully in-network anomaly detection without control-
plane, but uses a manually-configured, static, shared threshold
for all flows and does not maintain per-flow distributions.
In contrast, NetScope enables adaptive per-flow quantile esti-
mation with fully in-network updates and queries, enabling
efficient in-network anomaly detection.

b) Network Failure Diagnosis:

Network failure diagnosis is a crucial for the performance
of complex networks. Out-of-band network diagnosis either
use packet mirroring at switches [5], [6], [7], or send probes
into the network [35], [73]. NetSight [5] copies all pack-
ets to the control plane for further diagnosis, but incurs
excessive overhead due to packets collection unrelated to
the diagnosis. While sampling technique [5], [6], [7] reduce
monitoring overheads, they often miss unexpected events.
Pingmesh [35] and NetBouncer [73] use end-host agents to
send probes, but since probe traffic may follow different paths
than production traffic, they struggle with accurate diagnosis
of transient failures. Another line of research have proposed
Programmable switch assisted diagnosis. Since out-of-band
network diagnosis methods introduce extra overhead, existing
works leverage programmable switches for monitoring and
failure localization. BurstRadar [19], ConQuest [36], *Flow
[74], and PrintQueue [75] depict switch queue status but
focus on specific failure types, whereas NetScope aims at a
broader network failure. SwitchPointer [76] and OmniMon
[77] combines the host computation and switch visibility
for comprehensive monitoring. However, they indiscriminately
monitor and collect telemetry data from switches. More recent
studies address continous overhead. Newton [78] enables
on-demand, intent-driven queries, while AutoSketch [79] auto-
mates query compilation into efficient sketches, though both
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assume operators know what anomalies to target. SpiderMon
[21] implements on-demand collection triggered by anomaly
detection, but ignores varying link utilization across network
layers where a subset of the core links often experience high
utilization [32]. It is challenging to minimize the usage of core
switches due to the monitoring and data collection. NetScope
address this by collecting the telemetry data from the edge
switches for fault localization. While SpiderMon, IntSight
[18] and Marple [80] rely on preset thresholds to detect
anomaly that limit accuracy in versatile traffic environments,
NetScope relies on dynamic thresholds for anomaly detection.
Query-based diagnosis systems [1], [20], [81], [82] require
the operators to understand the network and the potential
locations of the failures in advance, hindering the timely and
convenient diagnosis in a large-scale network. In contrast,
NetScope automatically detects and localizes failures without
any static queries.

X. CONCLUSION

In this paper, we introduce NetScope, a system designed for
low-cost anomaly detection and precise root cause localization
in programmable networks. To achieve low-cost monitoring,
NetScope uses INT and an on-demand strategy for pulling data
from the control plane upon the detection of an anomaly. To
perform self-adaptive anomaly detection, NetScope proposes a
per-Flow quantile sketch to estimate per-Flow latency median
entirely in the data plane, which is further used to dynamically
calculate thresholds accordingly. To localize the root cause,
NetScope utilize FSM and SBFL to output an ordered list of
culprits. Our evaluation of NetScope on a Tofino testbed and
a simulated Mininet environment demonstrates that, despite
a low overhead in network bandwidth and switch memory,
it can achieve more accurate anomaly detection with an
improvement of 32%~116% in accuracy and accurate root
cause localization (0.95 R@2) for diverse network faults.

APPENDIX
PROOF IN SECTION VI-A.3

Proof: Let Q4 denote the true ¢-quantile of flow i’s latency
values, and ()4 represent the estimated quantile. Let » be the
true rank of Q¢ (i.e., the number of packets with latency less
than Q¢), and 7 be the estimated rank based on the Count-min
Sketch.

Since the rank 7 is estimated using a Count-Min sketch and
it is obtained from the sketch buckets (specifically, from the
field c in the bucket Bc(f) that counts the number of packets
with latency less than Q). Assume that € is the error bound
of Count-Min Sketch. Due to the property of the Count-Min
sketch error, 7 is an overestimation of the true rank r, with
additive error at most en; and failure probability at most §.
Thus the rank estimate satisfies:

r € [F —en;, 7] with probability at least 1 — 4.
According to Algorithm 3, our method updates Qd) only if
the latency of observed number of packets smaller or greater
than ), exceeds the expected count (n; X ¢ or n; x (1 —¢),
respectively). It means that the quantile estimate Q¢ is updated
only when the observed rank estimate 7 deviates from the
target rank ¢n; by more than en;. This design is supported that
if the deviation is smaller than or equal to en;, it may be caused
by sketch overestimation and the estimated quantile does not
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need to be updated. Therefore, updates are conservatively
delayed until:
|f — ¢Tll‘ > €en;

We now analyze the deviation bound between the true rank r
could be from the target ¢n;.

e If the estimated rank 7 is smaller than ¢n;—en;, and since
r > T —en;, we get get r > ¢n; — 2en;. Moreover, since
r <1 < ¢n; — en;, we can also get the upper bound
of r. Therefore, we find that r lies within the interval
(¢n; — 2€eny;, ¢n; — en;) and hence:

|r — én;| < 2en,.

e If the estimated rank 7 is larger than ¢n; + en;, a
symmetric argument applies. The sketch guarantees » < 7
and r > 7 —en;, so r lies between (0, ¢n; +en;), leading
to:

|r — on;| < en; < 2en;.

Therefore, in either case, we can conservatively bound the
deviation of the true rank from the desired rank by 2en;, which
can be presented as:
|r — ¢n;| < 2en; (with probability at least 1 — §).

Finally, we analyze how this rank error translates to an error
in the estimation quantile value. Since @ h: is adjusted in
discrete steps, and the step [; is dynamically estimated as the
upper-bound of the latency interval per packet in flow i, we
can assert that unit rank deviation contributes at most beta;
to the quantile error. Since the true rank r of Q),hi deviates
from the target rank ¢n; by at most 2en;, the quantile value
estimation error satisfies:

|Q¢ — Q| < 2en; - f;.

To account for the increased estimation sensitivity near the
distribution tails, where the quantile function changes more
rapidly, we normalize the minimum of ¢ and 1 — ¢. This
gives us the final error bound of quantile estimation:

. €n:
P — Q¢ <26 | —————| ) =1-6
<Q¢ ol =20 Lnin(a&,l ¢>)D B
Hence Equation 1 holds.l]
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